LESSON 1

THE SOI SYSTEM

TASK:
Explain the SOI system.



CONDITIONS:
Given Lesson 1 material, paper, pencil, and without supervision.



STANDARDS:
Demonstrate competency of task skills and knowledge by correctly responding to 75 percent of the multiple-choice test covering the SOI system.



REFERENCES:
FM 24-35, FM 24-35-1.


A primary feature of the current Army SOI program is that it provides for frequent (daily) and simultaneous changes of single- channel FM radio call signs, suffixes, and frequencies; thereby greatly improving communications security (COMSEC).  An additional feature of the program is uniformity of document format and its employment.  Based upon input from the command concerned, the SOI is prepared by the National Security Agency (NSA) and shipped directly to the COMSEC custodian of the using command. Distribution of the SOI is limited to those units and individuals who have a requirement to use them.  The corps/division signal officer makes these decisions.  Subordinate signal officers determine the distribution of SOI items within their units and distribute the SOI extracts required by their commands or units.

Learning Event 1:

THE THREE TYPES OF SOI.


Normally, US Army units will have three types of SOI.  The first, a training SOI, is used during routine classroom and garrison training.  The second, an exercise SOI, is used for field training exercises.  The third, an operational/reserve SOI, is held as a ready reserve for actual operational situations against a hostile force.


a.  Training SOI.  A minimum of three ten-time period (30 time periods total) SOI packet editions should be maintained. These three editions will be rotated to simulate operational use and will be used until replacement is necessary.  Replacement is usually necessitated by unit reorganization, major frequency reallocation, or normal wear and tear.  Training SOIs are reused

by recycling them within the command until they are worn out; for example, edition B supersedes edition A, edition C supersedes edition B.  The training SOI is marked For Official Use Only (FOUO) for a unit located within the United States and CONFIDENTIAL when located outside the United States.  Those SOI classified CONFIDENTIAL must be given the physical security safeguards and requirements set forth in AR 380-5.

b.  Exercise SOI.  The exercise SOI will be prepared as required.  This SOI will be used for field training situations where the training SOI will not suffice.  A minimum of two ten- time period editions should be prepared to permit supersession/ rotation actions as appropriate.  The exercise SOI will be marked CONFIDENTIAL-FOR-TRAINING, and safeguarded as required by AR 380-5.

c.   Operational/Reserve SOI.  Units will normally be provided 180 time periods or (18 editions) of operational/reserve SOI. Operational/reserve SOI are classified at least CONFIDENTIAL and are held in reserve for operational requirements.  Resupply is made by NSA as the editions are used or upon request.  These SOI will be classified CONFIDENTIAL or above and must be given the physical security safeguards and requirements set forth in 

AR 380-5.

Learning Event 2:

REQUISITION AND DISTRIBUTION PROCEDURES.

1.  Requisition, distribution, and control of SOI.

a.   Initial requests for SOI production support will be forwarded to:

Chief, US Army C-E Services Office

ATTN:  SFIS-FAC-M, Room 918

Crystal Mall 4

Washington, DC  20376-5009

b.   An information copy will be sent to:

Director, National Security Agency

ATTN:  S43

Fort Meade, MD  20755-6000

c.   Normally, requesting organizations must allow 120 days lead time for the Army/NSA SOI team to design and format an initial SOI and for subsequent NSA production.  Request will include type of unit, number of tactical radio nets, frequencies authorized, and anticipated number of users.  Emergency requests will be handled on a case-by-case basis.

d.   Using units overseas will requisition KTV 1600( ) School Training SOI and KTV 602( ) call sign/suffix masters from their supporting COMSEC Logistics Support Facility.  Units in the continental United States will obtain these items from:

Commander, US Army Communications Security Logistics

Agency

ATTN:  SELCL-NICP-SMK

Fort Huachuca, AZ 85613-5000

e.   Requests will be submitted in accordance with TB 380-41.  The SOI will be ordered in sufficient amounts to satisfy user needs as additional copies cannot be reordered once the SOI printing process has been completed.  The SOI are distributed by NSA as ALC-4 material.  They will be sent directly to the using COMSEC account through the COMSEC Material Control System.  The COMSEC custodian issues SOI to units upon request.

2.  Resupply of SOI.

a.   When an organization places into effect an operational or wartime/contingency edition of a centrally produced SOI, it will notify the Army/NSA SOI team.  This is done by a message addressed to DIRNSA FT MEADE MD//S43/Y13//, with information copies to CUSA CE SVC OFC WASHDC/SFIS-FAC-M// and CDRUSACSLA FT HUACHUCA AZ// SELCL-NICP-SMK//.  The message will state the edition of the SOI being used and the implementation date.  When NSA receives this notice, it will produce follow-on editions, as needed, and directly ship this material to the controlling authority.  Unless subject to loss or compromise, all time periods contained within a specific edition will be used before placing another edition in effect.

b.   Units using centrally produced SOI that are superseded on a regularly scheduled basis will be automatically resupplied.  A request to NSA for resupply will be required when loss or compromise of an SOI could affect the normal number of editions being held in reserve.  A request for resupply of training editions will be submitted to NSA at least 120 days before the anticipated end of usefulness of the existing SOI.  Requests will include organizational and radio net changes needed to update SOI input data previously submitted.

c.   When a change occurs that affects the current SOI (for example, changes to items, copy count, available frequencies, or organizational structure), NSA must be notified as soon as possible in order to have timely change response.  Emergency changes in the SOI which require immediate action (for example, implementation of contingency plans), may be made in a few days. More routine changes, or changes which may be anticipated or forecasted, will take 120 days from the date the data is received at NSA to arrival of the new SOI at the user account.

Learning Event 3:

EMPLOYING PROPER SECURITY MEASURES.

Reserve editions of the SOI are retained in secure storage by the controlling authority to ensure rapid replacement.  When reserve editions are issued, the signal officer will ensure distribution is made to all units holding the superseded edition. The complete reserve edition must be placed in effect, and a third edition should be held in readiness.

a.  The SOI belongs to the organization for which it was produced.  Handling procedures that ensure its efficient and secure use are the responsibility of the commander.  Accordingly, the commander is the recognized "controlling authority" and has the authority to use unclassified call signs and frequency change programs for training purposes except in an overseas area.  To lessen the possibility of unauthorized disclosure, additional physical constraints are necessary.  The complete SOI will not be taken forward of a battalion command post.  No more than 10 days' material is issued to the user at any time.  Authority to reproduce or extract any portion of the operational SOI is retained by the controlling authority.

b.   The individual in possession of the SOI or any portion thereof is responsible for safeguarding its contents.  A thorough understanding of handling procedures established by the unit, combined with good common judgment, will greatly assist in keeping the SOI away from unauthorized personnel.  The SOI or any portion of it is considered compromised when it is lost, captured, exposed to unauthorized personnel, or when the contents are so misused they endanger the security of communications systems.  Any individual having knowledge of a compromise, suspected compromise, or loss of an SOI must advise the controlling authority by the most expeditious means available.  The promptness in reporting will cause the situation to be studied and contingency precautions implemented.

Learning Event 4:

THE SOI EDITION AND NUMBERING SYSTEM.

Each SOI carries its own unique numbers for the following reasons:

a.  The computer instantly recognizes this number.

b.  It rules out duplication.

c.  It provides an easy short title for SOI.  The training edition has the SOI short title KTV 1600 D.  This number is assigned to the SOI for the fictitious 52d Infantry Division (Heavy).  This number remains unchanged.

d.  The various editions of the SOI are indicated by a letter after the three letters and four numbers in the short title.  The first edition always carries the suffix A.  The current training SOI is numbered KTV 1600 D.  Later editions would show D through Z and then double letters (AA) when they are needed.  The short title designators assigned to the SOI are listed in Figure 1.
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